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1. [bookmark: _Toc207102162]Policy Overview and Scope

[bookmark: _Toc207102163]1.A Policy Purpose
This policy sets clear rules for how students should use school and Trust technology. It exists to keep students safe online, to protect school systems and data, and to help all students become responsible digital citizens. It also ensures that technology is used to support learning and not to distract from it.
[bookmark: _Toc207102164]1.B Intended Audience
This policy applies to all students in BCWCAT schools, both primary and secondary, including any student using Trust-owned devices, networks, or online services.
[bookmark: _Toc207102165]1.C Ownership and Review
This Student AUP is maintained by the Trust’s IT Service Delivery Manager and reviewed by the Trusts IT Director, who are responsible for drafting, updating, and ensuring the accuracy and relevance of its content. Oversight and final approval rest with the Trust Board.
The Policy will be formally reviewed on an annual basis, or earlier if required by changes to legislation, statutory guidance, regulatory requirements, or significant changes to technology or operational practice. Interim amendments may be made where necessary to address emerging risks or operational needs.
A revision history will be maintained to document all amendments and updates to this Policy.

This policy should be read alongside the Trust’s Online Safety Policy (2025), Data Protection Policy (2025) and AI in Education Policy (2025), as part of the wider safeguarding suite.
[bookmark: _Toc207102166]2. Legal and Safeguarding Framework
[bookmark: _Toc207102167]This Policy is informed by the following key legislation, statutory guidance, and regulatory requirements. The Trust is committed to ensuring all use of its digital systems, data, and information technologies complies with the following:
· Data Protection Act 2018 and UK General Data Protection Regulation (UK GDPR) – requirements for the lawful processing, protection, and retention of personal data. https://www.legislation.gov.uk/ukpga/2018/12/contents/
· Computer Misuse Act 1990 – criminal offences relating to unauthorised access to, or misuse of, computer systems and data. https://www.legislation.gov.uk/ukpga/1990/18/contents
· Human Rights Act 1998 – obligations to respect the privacy and rights of individuals. https://www.legislation.gov.uk/ukpga/1998/42/contents
· The Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 – provisions allowing lawful monitoring and recording of communications for legitimate business purposes. https://www.legislation.gov.uk/uksi/2000/2699/contents/made 
· Education Act 2011 and The Education and Inspections Act 2006 – powers relating to searching, screening, and confiscation of devices and material from pupils and others. https://www.legislation.gov.uk/ukpga/2011/21/contents https://www.legislation.gov.uk/ukpga/2006/40/contents
· Freedom of Information Act 2000 – rights of access to recorded information held by public authorities. https://www.legislation.gov.uk/ukpga/2000/36/contents 
· Keeping Children Safe in Education (KCSIE 2024) – statutory safeguarding guidance applicable to all schools and colleges in England. https://www.gov.uk/government/publications/keeping-children-safe-in-education--2 
· Searching, Screening and Confiscation: Advice for Schools (2024) – guidance to support schools in exercising powers to search and confiscate items. https://www.gov.uk/government/publications/searching-screening-and-confiscation 
· Meeting Digital and Technology Standards in Schools and Colleges (DfE) – guidance setting out the digital and cyber security standards expected of schools and colleges. https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges#:~:text=All%20schools%20and%20colleges%20must,staff%20responsibilities

See also the BCWCAT Privacy Notice for Pupils & Families (2025), which explains how pupil information is processed.
3. Roles and Responsibilities
3.A The Trust Board
· Ensures the Student Acceptable Use Policy is in place across all schools.
· Approves this Policy and any subsequent updates.
· Holds overall responsibility for compliance with safeguarding, legal, and regulatory requirements.
3.B IT Director and IT Service Delivery Manager
· Own and maintain the Student Acceptable Use Policy.
· Monitor compliance with this Policy and investigate breaches of ICT use.
· Ensure school systems, devices, and networks are secure and meet Trust standards.
3.C Designated Safeguarding Lead (DSL)
· Act as the main contact for any online safeguarding concerns.
· Work with staff, parents, and external safeguarding agencies where needed.
· Ensure that online safety is embedded within the school’s safeguarding processes.
3.D School Staff
· Make sure students understand and follow this Policy.
· Model safe, respectful, and responsible use of technology in their daily work.
· Supervise the use of ICT in lessons and activities.
· Report concerns about online behaviour, breaches, or safeguarding risks to the DSL or IT team.
3.E Students
· Understand the rules in this Policy and the Student Acceptable Use Agreement (Appendix A or B).
· Use school ICT responsibly, respectfully, and only for learning.
· Keep accounts and passwords safe and never use another student’s login.
· Take care of school devices and report any damage, loss, or problems immediately.
· Report anything online that makes them feel unsafe or uncomfortable to a teacher or the DSL.
· Follow school rules on the use of personal devices.
3.F Parents and Carers
· Understand the rules in the Student Acceptable Use Agreement (Appendix A or B) and discuss them with their child.
· Support the school in promoting safe and responsible online behaviour.
· Work with the school if issues arise relating to their child’s use of ICT.
· Accept that deliberate damage or misuse of ICT by their child may result in consequences, including being asked to pay for repairs or replacement of equipment.



[bookmark: _Toc207102168]4. Acceptable Use Rules for Students
[bookmark: _Toc207102169]4.A General Expectations
Students must always use school computers, devices, and networks responsibly and only for learning. School equipment must be treated with care and respect. Where equipment is deliberately damaged, misused, or lost, parents or carers may be informed and the Trust reserves the right to charge for the repair or replacement costs. Anything that makes a student feel unsafe or uncomfortable online must be reported immediately to a teacher or the DSL.
[bookmark: _Toc207102170]4.B Accounts and Passwords
Passwords must be kept private and never shared with friends. Students must not attempt to use another person’s account. If a student believes their own account has been accessed by someone else, they must report it to a teacher immediately.
[bookmark: _Toc207102171]4.C Email and Communication
School email accounts must be used responsibly and only for learning. Students must not send unkind, rude, or bullying messages, and must not pretend to be someone else online. Attachments and links in emails must only be opened if the student is sure they are safe or has checked with a teacher. Any email or message that causes concern must be reported without delay.
[bookmark: _Toc207102172]4.D Internet and System Access
Internet access is provided for educational purposes. Students must not attempt to bypass or “work around” school internet filters or restrictions, and must not look at, download, or share inappropriate or illegal material. Chat rooms must not be used. Students must never arrange to meet anyone offline without parental permission and adult supervision.
Students must not use AI or generative tools unless explicitly directed by staff and in line with the Trust’s AI in Education Policy.
[bookmark: _Toc207102173]4.E Social Media and Online Behaviour
Social networking sites must not be accessed unless a teacher has clearly allowed this as part of a learning activity. Students must not post anything online that is harmful, unkind, or disrespectful. Personal information such as addresses, phone numbers, or school details must not be shared online without permission. Pictures or videos of other students or staff must not be posted without consent, this includes recording or sharing images/videos on personal devices. Rules reflect the Trust’s Online Safety Policy (2025).
[bookmark: _Toc207102174]4.F Device Use and Security
School devices must not be altered. Students must not change settings or attempt to install apps or software. Devices provided by the school must be looked after carefully, and any faults, damage, or loss must be reported immediately.
Breaches will be addressed in line with the school Behaviour Policy and Safeguarding Policy.”

[bookmark: _Toc207102175]5. Personal Devices (BYOD – with Teacher Permission)
Students may only use personal devices such as phones, tablets, or laptops when a teacher has given permission to support learning. An example of this is Sixth Form study sessions, where teachers may allow students to use their own devices for independent work. Personal devices must not be used during lessons, tutor time, or while moving around school unless permission has been given. They must not be used to access, store, or share inappropriate material. If a personal device is misused, it may be confiscated and permission to use it may be withdrawn. Any confiscation of devices will follow DfE ‘Searching, Screening and Confiscation’ statutory guidance (2024).
[bookmark: _Toc207102176]6. Monitoring and Filtering
The Trust monitors and filters the use of its ICT systems in order to keep students safe. Internet access is recorded and checked through systems such as Smoothwall and Senso. Students must understand that their online activity on school devices and networks may be monitored at all times. Any misuse will be dealt with in line with the school’s behaviour and safeguarding policies.

Monitoring is carried out in line with the Data Protection Policy (2025), and pupil privacy is respected in accordance with UK GDPR.
[bookmark: _Toc207102177]
Appendix A – Primary Student and Parent/Carer Acceptable Use Agreement
Student Rules
When I use computers, tablets, or the internet in school:
· I will use them to help me learn.
· I will take care of devices and tell my teacher if something is wrong.
· I will keep my password secret and only use my own account.
· I will be kind and polite when I use technology.
· I will only go on websites my teacher says I can.
· I will not try to get around the school’s internet filters.
· I will not use social media in school.
· I will not change settings or try to install apps.
· I will tell my teacher if I see something that upsets me.
I understand that if I break these rules, I may not be allowed to use school devices or the internet. If I damage equipment on purpose, my parents or carers may be asked to pay for it.

Student Declaration
I will use technology in school safely and sensibly.
Name: ___________________________
Class: ___________________________
Signature: _______________________
Date: ___________________________

Parent/Carer Declaration
I agree that my child can use the school’s ICT systems and internet when supervised by staff. I have read the rules set out above and will make sure my child understands them. I understand that if my child misuses ICT systems there may be consequences, including the possibility of being asked to pay for deliberate damage.
[bookmark: _Hlk207103648]Parent/Carer Name: ___________________________
Signature: __________________________________
Date: _____________________________________

The full BCWCAT Student Acceptable Use Policy is available on the Trust website: www.bcwcat.co.uk/policies
[bookmark: _Toc207102178]Appendix B – Secondary Student and Parent/Carer Acceptable Use Agreement

Student Rules for Using ICT Safely and Responsibly
As a student at a BCWCAT school, I agree to follow these rules whenever I use school computers, devices, networks, or the internet.
General Use:
I will use ICT in school responsibly and only for learning. I will treat all equipment with care and respect. If I deliberately damage, misuse, or lose equipment, I understand that my parents or carers may be told and the Trust may ask them to pay for repair or replacement. If I see or experience anything online that makes me feel unsafe or uncomfortable, I will tell a teacher or the DSL straight away.
Passwords and Accounts:
I will keep my passwords private and never share them. I will not try to use someone else’s account. If I think my account has been accessed by someone else, I will report it immediately.
Email and Communication:
I will use my school email responsibly and only for schoolwork. I will not send unkind, rude, or bullying messages, and I will never pretend to be someone else online. I will not open attachments or click links unless I am sure they are safe or I have checked with a teacher. If I receive a message that worries me, I will tell a member of staff straight away.
Internet Use:
I will only use the internet for schoolwork or activities that my teacher has approved. I will not try to bypass school internet filters or restrictions, and I will not look at, download, or share anything that is illegal or inappropriate. I will not use chat rooms or other unapproved online services in school.
Social Media and Online Behaviour:
I will only use social media in school if a teacher has given permission as part of learning. I will not post anything online that is harmful, unkind, or disrespectful. I will not share personal information such as my address, phone number, or school details, and I will not post pictures or videos of other students or staff without consent.
Devices and Security:
I will not change settings or install apps or software on school devices. I will look after any device I am given to use, and I will report faults, damage, or loss immediately.
Personal Devices (BYOD):
I will only use my own device (such as a phone, tablet, or laptop) in school if a teacher has given me permission to support my learning. For example, Sixth Form students may be allowed to use their own devices during study sessions. I will not use personal devices during lessons, tutor time, or while moving around school unless a teacher has said I can. I will never use my personal device in school to look at, store, or share inappropriate material. I understand that if I misuse a personal device, it may be confiscated.
Monitoring and Consequences:
I understand that the Trust monitors and filters the use of its ICT systems to keep students safe. I know that my activity on school devices and networks may be checked. If I break these rules, I may lose access to school devices, accounts, or networks. Personal devices may be confiscated. Behaviour sanctions may be applied in line with the school’s Behaviour Policy. My parents or carers will be informed, and the Trust may ask them to pay for deliberate damage or misuse. In serious cases, incidents may be referred to the police or other authorities.

Student Declaration
I have read and understood the rules above. I agree to follow them whenever I use ICT in school or for schoolwork. I understand that if I damage equipment on purpose, my parents or carers may be asked to pay for it.

Name: ___________________________
Class: ___________________________
Signature: _______________________
Date: ___________________________

Parent/Carer Declaration
I agree that my child can use the school’s ICT systems and internet when supervised by staff. I have read the rules set out above and will make sure my child understands them. I understand that if my child misuses ICT systems there may be consequences, including the possibility of being asked to pay for deliberate damage.
Parent/Carer Name: ___________________________
Signature: __________________________________
Date: _____________________________________

The full BCWCAT Student Acceptable Use Policy is available on the Trust website: www.bcwcat.co.uk/policies
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